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Abstract

The COVID-19 pandemic has greatly changed the living and working lifestyles that we are familiar

with. How can organisations ensure a safe working environment in the epidemic and post-epidemic

periods? In this paper, we propose a hybrid framework of the Internet of Things (IoT), humanoid

robots and artificial intelligence to establish a smart and safe working environment. The framework

involves a list of modules in the functional hierarchy with guidelines and principles that give a

structural description of the build-up in the working environment. Moreover, ethical concerns are

highlighted for the framework setup.
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I. Introduction

COVID-19 is a severe infectious virus which has spread across most of the countries and terri-

tories in the world. The virus epidemic has totally changed the human lifestyle for living and

working [10]. People need to wear masks in public spaces all the time and keep safe distances

from each other, in order to minimise the potential risk of virus infection and ensure the self pro-

tection. Work-from-home (WFH) becomes a new trend for the daily working style and online

1



Huiguo Zhang, Yundong Cai, Hao Zhang, and Cyril Leung

communication becomes dominant over the face-to-face communication. While the epidemic is

still ongoing, a lot of organisations have requested some of their employees work in the offices

(via team A/B rotation etc). A very critical problem for the organisations is how to ensure a safe

working environment for the employees in the epidemic and post-epidemic periods without costing

excessive human efforts and involvements.

With the development of the Internet of Things (IoT), robotics and artificial intelligence, a safe

working environment becomes possible [14]. Ambient intelligence plays an important role for

healthcare in the daily life spaces via sensors and underneath intelligence [15], which also inspires

the possible adaptation of the working environment. Researchers propose the adoption of artificial

intelligence and robotics to build smart working environment [5]. In fighting against COVID-19, a

lot of IoT solutions have been proposed to monitor human activities via a wide spread of sensors,

to enhance diagnosis and treatment, reduce mistakes and expenses and make control more effec-

tive [29].

For the working environment, “smart” and “safe” have become more and more important since

the epidemic than ever. “Smart” working environment means that the environment is aware of the

employees’ activities and is able to spot the faults and misconducts of the employees at the early

stage, without much burden in human efforts; meanwhile, “Safe” working environment means that

the environment helps to ensure all the safety measures, especially in the epidemic period, e.g.

wearing masks, human healthy and safe distance.

The main purposes of the smart and safe working environment design are to:

1. Ensure minimum and safe human contact;

2. Offload people’s routine tasks;
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3. Verify a user’s identity to minimize risks from external;

4. Help employees to build up correct behavior norms.

In this paper, we propose a hybrid framework based on IoT, humanoid robots and artificial in-

telligence platform to achieve a smart and safe working environment. An overall architecture is

built to cover all the necessary modules in the functional hierarchy, ranging from the infrastruc-

ture, to data, to AI models, to applications. Guidelines are provided to facilitate the organiza-

tions/companies/institutions to make a similar setup. Moreover, ethical issues are also highlighted

for the smart working environment setup.

II. Framework

A. Identify Stakeholders

The working environment is different from the living environment and public environment, which

involves people with close communications through a long day time and opportunities to interact

with external people. Based on the size of organisation, the dynamics of human flow also varies. In

order to design a safe and smart working environment, there is a need to identify the stakeholders

who are interacting with the environment and their responsibilities first. The main stakeholders to

be considered for the design include:

• Management: the management refers to the top executives who are responsible for the safety

and welfare of all the people in the organisation, by setting the safety measures and ensuring

that all personnel follow these measures. They should be aware of the ongoing events in the

working environment, and act promptly via policy executions and actions.
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• Employees: the employees are the majority in an organisation, who should follow all the

required safety measures by themselves to keep safe and efficient while working.

• Support staff : there are a number of supporting persons in the working environment (e.g.

cleaner, security guard etc.), who will make routine but infrequent interactions with the

employees.

• Visitor: there are visitors occasionally to the organisation, e.g. suppliers, customers, collab-

orators, who should be tracked in the normal procedures.

Each working environment of an organisation is different from others, so a generalized archi-

tecture might not be suitable for a specific organisation. By understanding the formation of the

stakeholders who are involved in the working environment, the organisation can determine the

modules/solutions to suit the organisation’s requirements best.

B. Layered Architecture

Based on the functionalities, a generalized 4-layer architecture is constructed as shown in Figure 1,

which includes Infrastructure Layer, Data Layer, Intelligence Layer, and Application Layer.

The four layers are organized in the sequence of data flow from bottom to top:

• Infrastructure Layer: this layer contains various IoT devices, sensors and robots. The contin-

ually connected physical world with computational elements forms a smart environment [1].

• Data Layer: the collected data from the elements in the Infrastructure Layer is processed for

further analysis in intelligence layer. Privacy data is processed or encrypted in this layer.
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Fig 1 Architecture of the hybrid framework for smart and safe working environment

• Intelligence Layer: in this layer, many AI technologies such as computer vision (CV), Nat-

ural Language Processing (NLP), are used to solve specific problems for the smart work-

place [5].

• Application Layer: based on the output from the intelligence layer, the application layer will

provide a series of solutions to enable a smart and safe working environment.

B-1. Infrastructure Layer: A Hybrid of IoT, Robots for more complete data collection

To ensure a safe working environment, it is important to seamlessly monitor the working envi-

ronment. Three approaches can be adopted by the organisations, including 1) using IoT systems

only; 2) using mobile robots only; or 3) using a hybrid of IoT systems and navigating robots. A

comparison between the IoT system and the robot system is depicted in Table 1.

Both the IoT system and mobile robot system have their own strengths and limitations in terms

of deployment, cost, coverage, security. Thus, a hybrid of the two systems would enable a more
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Table 1 Comparison between IoT System and Robot System for Data Collection

IoT Robot
Data Collection Mode Continuously via Bluetooth low energy Scheduled Collection
Deployment Method Attached to physical assets Place in the working environ-

ment
Detection Mode Static/Fixed Dynamic/Mobile
Security Concerns Only at public areas Program to limit the naviga-

tion
Cost of Deployment Cheap Expensive
Functions Detection Only Detection and Performing

Tasks

complete coverage, which provides a better and balanced solution to ensure the safety of the work-

ing environment as well as privacy protection.

Fig 2 A hybrid system setup of IoT with mobile robots

A hybrid of an IoT setup with mobile robots in the working environment is shown in Figure 2.

This approach is cost-effective without overwhelming IoT devices and has improved penetration

for data collection. In order to make contact tracing more effective, the larger workplace should be
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split into small areas [9]. For each space, the IoT setup contains one kind or more of the following

devices or sensors:

• A camera is deployed at the entrance of the work area or public areas to capture the facial

images of people entering this area [36]. Based on the facial images, people’s identity is

recognized by the face recognition modules [32, 3]. At the same time, whether the person is

wearing a mask is being recognized [21] if wearing face mask is compulsory.

• A non-contact thermometer is also deployed at the entrance of the work area for measur-

ing the body surface temperature of the person entering the area [11]. If the body surface

temperature is higher than normal, the system will trigger an alarming message.

• Cameras are deployed for real-time crowd-density detection [37] at the hub of public areas

such as lobby, meeting room, discussion room, food room etc. where people usually gather.

• Motion sensor: motion sensors are placed in the working environment (e.g. doors, corridors)

to track people’s moving activities. By analysis the people’s movement information, the

system can estimate the density of crowds and make a decision of disinfection frequency [2].

• Temperature sensor/humidity sensor: there are some supporting sensors to provide basic

information about the working space.

As a complement to the IoT system, a mobile robot or a group of robots are suggested to be

deployed in the work area, which have embedded on them the following sensors:

• A 2D laser for environmental mapping and construction, in turn supporting autonomous

navigation [7, 28]. With the capability of autonomous navigation, the mobile robot can be
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programmed to conduct a series of functions such as checking social distance, measuring

staff body temperature, delivering items etc.

• Cameras are quite common embedded in a mobile robot. They serve a lot of functions in

this framework such as measuring distances between staff and face mask detection [22].

• A non-contactable infrared thermometer for checking the body surface temperature of people

in the area [18]. Based on the body surface temperature information, any abnormal health

status will be recorded and the supervisors will be notified accordingly.

B-2. Data Layer: minimal data with the right purpose

Data is most critical for the success of the safe working environment.

The data collected via the IoT system and robot system in time sequence include:

• Actions: it represents the individual actions by a person, e.g. moving, gestures.

• Interactions: it represents the interactions between two or more people in the physical world.

• Activity: by understanding the actions and mutual interactions, the activity means the seman-

tic events in a certain context

Besides the behavioral data collected in real-time, context-aware/organisation-related data are also

collected. For example, in order to examine whether a person is an employee of the organisation,

there is a need to store the person’s information in the system in the first place. This part of data

is strictly confidential within the organisation, and needs to be kept with the highest security (e.g.

permissions, encryption, network isolation etc).

Some principles about the data are : 1) minimize the data to be used for the model training; 2) keep
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the data safe for both storage and communication; and 3) keep the user information confidential.

There are more detailed ethical issues about the data discussed in Section C.

B-3. Intelligence Layer: computational models from data to solution

The intelligence layer contains all the modules to ensure the working environment is “smart”,

which bridges the gap between the data and the applications.

Based on the data collected via the IoT system and robot system and context-aware data, artificial

intelligence models in the intelligence layer can be used to interpret the data and induce the proper

actions for different applications. Data mining models can be developed to classify whether a

typical situation is proper or improper.

Some typical models involved in the intelligence layers include:

• Face Recognition: based on computer vision, face recognition is mainly used for identity

verification. During the COVID period, one great challenge would be face recognition for

human mask wearers [19, 24].

• Crowd-density detection: detection is mainly based on the IoT sensors together with com-

puter vision by the robots, which aims to measure the distance between two or more persons.

• Data Mining: by mining the multi-modal data, we can analyse the people’s actions and

semantic activities, which provides the basis for the abnormal activities detection.

B-4. Application Layer: applications to ensure safe and smart

Function Modules in the framework include:
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1. Identity Verification

Different countries have implemented their own methods to track people’s activities at a

venue in a time slot. For example, the Singapore government implemented the SafeEntry

to track the indoor activities [34]. Once a person is diagnosed with a COVID-19 infection,

people with the same visiting history will be informed to stay at home and keep track of their

health status. A total number of people can be recorded for a venue, so that some restriction

rule can be applied (e.g. a gathering of 50 people is not allowed in the Circuit-breaker

Phase 1 period). However, this can only be implemented at a large scale, e.g. a building, a

company, which does not provide a small scale measurement in the working environment.

For example, who has used the meeting room between 3pm-5pm? When a visitor arrives,

who has ever contacted him/her? It can be done via the face recognition or sensor tracking

at different areas (using RFID etc).

2. Detection of abnormal activities

The available activity recognition could be conducted via the following non-contactable

methods:

• Computer vision: Computer vision is a powerful tool to check if a person wears mask

when he/she is moving in the working environment; it can also detect if two persons

have followed the safe-distance rule [4].

• Radio Frequency Identification (RFID): RFID enables non-contactable communica-

tion, which has been implemented in a lot of commercial solutions [31].

• QR Code: 2D barcodes have been widely used for tracking via simple scanning [17].

• Sensor-based activity recognition [8, 20]: by deploying the sensors (e.g. motion sen-
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sors), peoples’ activities can be derived from understanding the actions detected under

certain contexts.

Some safe measures should be followed in a safe working environment [34]. For example,

people need to wear masks as necessary. People should keep a safe distance at communicat-

ing with each other face-to-face. People don’t have symptoms, e.g. fever (high temperature),

dry cough and tiredness.

3. Health Monitoring

Health monitoring is very critical for the working environment to ensure that every person is

healthy. Any person with potential symptoms (e.g. dry cough, high temperature) are advised

to see a doctor.

4. Routine Activities

In order to minimise human contact, some routine activities can be performed by the mobile

robots, e.g. cleaning the working area, delivering some documents etc.

With the AI-empowered applications, the stakeholders are able to quickly respond to various ab-

normal situations and alarm/report to the management team. Meanwhile, the robot can sanitize

the working place based on a routine schedule and provide on-the-spot intervention, e.g. inform

the people who are not keeping safe distance and report abnormal temperature. The system can

also generate a statistical or narrative report [35] for the decision-makers to mange the working

environment.
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C. Ethical Challenges

The main objective of this framework is to ensure a safe and comfortable working environment in

the era of COVID-19. However, health monitoring technologies may raise various ethical issues

for the stakeholders, such as data privacy and transparency [33]. Therefore, there is a requirement

to ensure that ethical issues are well addressed in the hybrid framework. We summarized some

of the ethical challenges in the smart working environment and proposed practical guidance for

the decision-makers. These ethical considerations are grounded in the basic principles and moral

considerations of public health ethics and data ethics [23, 27].

1. Protecting Privacy

The IoT sensors and robot may impinge upon individual privacy by collecting users’ infor-

mation such as health status, behaviours, and current locations [12]. With the vast amount of

data being gathered, managers or application developers must prevent down-stream reiden-

tification through data linkage to protect privacy for each individual. It is also important to

understand that the risks of privacy may change and accumulate over time, which highlights

the need for strong legislative protection when applying the digital tools [26]. Privacy issues

also disclose further concerns about fairness. Proper implementation of the IoT and robot

technologies implies technical, legal, and ethical distinctions that must ensure trust and ac-

countability [6]. Therefore, privacy risks relate to the vulnerability of individuals and groups

in the working environment, inciting us to use the technologies to empower our working

environment, instead of using their power to increase or perpetuate the vulnerabilities [30].

2. Preserving Transparency and Autonomy

The technologies for the smart working environment have the potential to undermine not

12



International Journal of Information Technology Vol. 26 No. 1 2020

only privacy but also personal autonomy and transparency [29]. The most obvious form of

violation of personal autonomy is the mandatory use of such technologies [13]. Therefore,

the data collection must respect users’ autonomy. Data and technology transparency is cru-

cial for the users to voluntarily work in the smart environment to prevent them from the

virus. Transparency in the form of provocative communication with all the key stakehold-

ers—and where possible, active consultation and participation with them—is essential and

needs to be an integral part of the system from beginning to end. It is necessary to establish

a real-time feedback mechanism to ensure transparency during the technology deployment

stage and continuously evaluate its usage and effects. Based on the goals set in the planning

and selection phase, the risk assessment of the system should be constantly updated for all

the stakeholders to keep transparency.

3. Protecting Data

The system developers must take every effort to protect stakeholders’ data, including en-

suring sufficient security of any personal data collected and of any sensors, applications,

networks, or services involved in the collection, transmission, processing, and storage [25].

The anonymization of the data should be carefully considered, and only anonymous data can

be retrieved from the system. The collected data should be only used for the purposes of

responding to the COVID-19 pandemic, which should be dismissed as soon as they are no

longer relevant. The data collected, fed, and aggregated in response to the pandemic must

be limited in scope, within the time frame related to the pandemic, and must not be used for

commercial or any other purposes [16].

At the time of the COVID-19 pandemic, the development and deployment of digital health tech-
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nologies in the working environment for pandemic management have increased. However, it must

be ensured that the technologies are scientifically and ethically sound to receive broad public trust

and acceptance. This section can help system developers and decision-makers consider the com-

plex ethical challenges when designing the smart working environment.

III. Conclusion

In this paper, we have proposed a hybrid framework for a smart and safe working environment in

the era of COVID-19, with IoT, robots and artificial intelligence. It lists out the modules in the

framework to be used from the infrastructure to the data, security and application, and provides the

guidelines/necessary modules for the organisations’ reference. The organisations can build their

own safe working environment with modules for their own requirements. Moreover, ethic issues

are highlighted to raise any concern from such a system setup.
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