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Abstract

Verifying physical presence of a neighbor in wireless ad hoc networks is one of the key components in developing
protocols resilient to replay-based attacks. For this, we first consider the RTT-based verification and revise it along
with a probabilistic approach. We then consider a power-based approach and couple it with RTT-based approach
to design an effective neighbor verification protocol (NVP). Using some actual experiments, we support the ideas
in this paper and eliminate the impractical solutions. In theory, we always see some room for replay-based attacks.
However, our proposed protocol significantly limits the effectiveness of replay-based attacks by restricting the range
where they might be launched and thus makes such attacks practically impossible.
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I. I NTRODUCTION

Wireless ad hoc networks have been receiving significant attention from research community due to their practical
applications in several domains including military, industry, emergency situations, environmental monitoring and
response. One of the key issues in wireless ad hoc networks is how to make underlying routing protocols more
secure [1], [2]. In response to that, researchers have actually proposed various secure routing protocols using
cryptographic techniques (e.g., [3], [4]). Although being resilient to various attacks, such solutions are inherently
vulnerable to replay-based attacks (e.g., wormhole attacks), in which an illegitimate node overhears packets sent
by some legitimate nodes and replays them within the transmission range of a different node.

For example, consider the ad hoc network in Figure 1. Assume that an attacker controls X and Y, which are
connected through a dedicated channel. Now X and Y can overhear any messages transmitted by node 1 and node
6, respectively. X and Y can then exchange these messages through the dedicated channel and replay them in the
transmission range of node 1 and node 6. Consequently, node 1 and node 6 consider each other as a direct neighbor
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Fig. 1. A replay-based attack scenario.
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and thus exchange their subsequent messages through X-Y, while the messages were suppose to be exchanged
through 1-3-4-5-6 in a non-adversarial environment.

By controlling the paths determined by the underlying routing protocols, the attacker can launch various attacks
including denial-of-service, selective forwarding. Since the attacker does not change the content of the messages, it
is not possible to deal with such attacks by just using cryptographic techniques. In addition to negatively impacting
the routing protocols, replay-based intruders can affect the correctness of various other services and protocols (e.g.,
GPS-free positioning [5]) since the actual node locations and neighboring relations are misrepresented.

In order to detect and respond to replay-based intrusions and attacks, a general approach called packet leashes,
which bound the travel distance of a packet, was introduced in [6]. However, this approach requires precise
location information (e.g., using GPS) and/or tightly synchronized clocks, increasing the cost, complexity and
power consumption of wireless nodes. Another approach considers the use of directional antennas [7]. However,
this approach also increases the complexity, cost and power consumption. Moreover, it cannot be effective when
the number of intruders is increased strategically around the target.

To better understand the underlying key issues, let us first consider how/when a reply-based attack can happen.
Consider Figure 2.(a). Nodesi and j are legitimate nodes but they cannot directly communicate with each other
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Fig. 2. How replay-based attacks happen.

since they are not within each other’s transmission range. Intruders X and Y (one is located within nodei’s
transmission range while the other is within that of nodej) first establish a tunnel which could be a dedicated
wireless or wireline channel. They then overhear the packets (e.g., HELLO messages) sent by nodesi and j, and
exchange these packets through the tunnel and replay them within each other’s transmission range. As a result,
nodesi andj consider each other as a neighbor while they are not in reality. Note that if nodesi andj are within
the transmission range of each other, as seen in Figure 2.(b), then the replay-based attacks cannot be damaging
because the original packets are already received by the receiver. Moreover, replaying the already-received packets
will only help legitimate nodes to detect intruders. So, replay-based attacks make sense (or are only possible) when
the neighbors are not actually within each other’s transmission range. Therefore, the key issue here ishow to verify
whether the given two neighbors are actually within each other’s transmission range or notwithout increasing the
complexity or requiring additional hardware (e.g,. GPS or directional antennas).

If we can address this fundamental question in an efficient and scalable manner, then the replay-based attacks can
easily be determined and eliminated by cancelling fake neighboring relations. For this, neighbor discover protocols
(even those using cryptographic techniques) need to consider some new evidences that canverify the physical
presence of neighbor nodes. With this in mind, researchers in [8] considered round-trip-time (RTT), that can give
an upper bound on the distance between neighbor nodes. Although necessary, this bound might not be tight enough
to make correct decisions in some cases, as we explain later.

Our main contributions in this paper are (i) to discuss the available techniques and challenges, (ii) to propose
possible solutions with the objective of increasing the rate of making correct decisions when checking neighboring
relations in wireless ad hoc networks, and (iii) to support and justify the proposed ideas, we conduct some actual
experiments and analyze the collected data. Specifically, we first revise the RTT-based verification along with a
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probabilistic approach. We then consider the relationship between the sent and received signal powers and discuss
how to benefit from such a power-based approach in providing extra evidence for the physical existence of neighbors.
Subsequently, we couple the power-based approach with RTT-based approach. Our experiments also show that we
should mainly rely on the RTT-based approach and use the power-based approach for double checking.

The rest of the paper is organized as follows. In Section II, we present the basic operation of the proposed
neighbor verification protocol (NVP). In Section III, we discuss the basic RTT-based approach and its problems. In
Section IV, we revise the RTT-approach and provide a probabilistic decision mechanism. In Section V, we discuss
power-based techniques. Finally, we conclude this paper and give some directions for future research in Section VI.

II. BASIC OPERATION OFNVP

To simplify the discussion, we present the operation of the proposed neighbor verification protocol (NVP) as a
stand-alone protocol. However, in practice, it can be integrated into secure neighbor discovery (SND) protocols.

Suppose nodesi andj consider each other as neighbors and want to verify if they are actually neighbors. Node
i first sends RTS (Request to Send) and nodej sends CTS (Clear to Send) as in IEEE 802.11 [9], [10]. If there
are intruders, they can overhear these RTS/CTS frames and exchange them through the dedicated tunnel and replay
them. In any case, the wireless channel is reserved (i.e., the other nodes within the transmission ranges of nodesi
andj wait) for nodesi andj to exchange a data packet and its ACK. As in the previously proposed SND protocols
(e.g., [8]), nodei sends an authenticated message. After processing this message, nodej sends an authenticated
ACK. Figure 3 illustrates the main steps of the proposed protocol and the parameters that are maintained and

node i node j
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using power Ptaji

check

yes no

transmit the message
using power Ptmij

ACK (..., Prmji, Ptaji, tfbasji − tlbmrji)

Auth Msg

CTS

RTS

tlbmrji

tfbasji

tlbmsij

tfbarij

measure the received power 
take its average as Praij

measure the received power 
take its average as Prmji

Fig. 3. Main steps of NVP.

exchanged to check whether nodesi and j can actually be neighbors.
Specifically, nodei maintains the following variables:
• Ptmij : the power of the signal used to transmit the message toj
• tlbmsij : the time when the last bit of the message is sent toj
• tfbarij : the time when the first bit of the ACK is received fromj
• Praij : the power of the received signal for the ACK fromj. Note that this is an average of power measurements

during the reception of the ACK rather than instantaneous ones that might be fluctuating depending on slowly
varying channel conditions. For power measurements, we can use RSSI (received signal strength indicator)
values that are readily available in standard wireless cards [11], [12].

Likewise, nodej maintains the following variables:
• Prmji : the power of the received signal for the message fromi. Again this is an average of power

measurements.
• tlbmrji : the time when the last bit of the message is received fromi
• tfbasji : the time when the first bit of the ACK is (will be) sent toi
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• Ptaji : the power of the signal used to transmit the ACK toi.
Within the ACK, nodej sendsPrmji, Ptaji, and proc delayji = tfbasji − tlbmrji to node i . Using these
variables along with the conditions that we derive in the following sections, nodei will be able to make a decision
on the actuality of neighborj.

III. B ASIC RTT-BASED APPROACH ANDPROBLEMS

Using RTT, one can compute an upper bound on the distance between nodesi andj [8]. Specifically, we consider
the round trip propagation delay (RTPD), which can be computed by nodei as follows.

RTPDij = tfbarij − tlbmsij − proc delayji.

We assume thatdij (the distance fromi to j) anddji (the distance fromj to i) are the same and simply denoted
by dij . Actually, if nodes move, these values might slightly be different. However, the difference will be negligible
since the speed of any wireless device is significantly less than the speed of wireless signal, i.e., nodes cannot
significantly change their locations within one RTT. We can then compute an upper bound on the value ofdij as

max dij =
RTPDij ∗ c

2
,

wherec is the speed of light. Assuming that transmission ranges of nodesi andj are given asRi andRj , one can
simply conclude that

Condition 1:
| if max dij ≤ Ri and max dij ≤ Rj then
| i and j are actual neighbors
| else ???

In the else part of this condition, however, we cannot simply say that nodesi andj arenot actual neighbors. This
is due to the fact thatmax d is not a tight bound on the actual distance since it is determined based on the speed
of light which is, in general, larger than the speed of actual wireless signals [13]. In other words, within the same
time (measuredRTPD), light goes farther than the wireless signal. In addition, the errors in the measurement of
RTPD (even the small ones) will result in over estimatingmax d. As a result, saying that nodesi andj are not
actual neighbors whenmax dij is greater thanRi or Rj would be wrong in some cases.

For example, consider Figure 4. If the transmission range is as shown by CASE-I, then clearly nodesi and
j are actual neighbors. However, if transmission range is less thanmax d (see CASE-II and CASE-III in the
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Fig. 4. Basic RTT-based approach.

figure), we cannot be sure that nodesi andj are not actual neighbors. For example, as seen in the figure, they are
actual neighbor in CASE-II while that is not true in CASE-III. To better deal with such cases, we revise the above
condition 1 along with a probabilistic decision mechanism, as described in the next section.
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IV. REVISED RTT-BASED APPROACH

We first compute upper and lower bounds on the measuredRTPDij as follows:

LB = 2R/c (1)

and
UB = 2R/s, (2)

whereR is the transmission range (without loss of generality, we assume thatRi = Rj = R), c is the speed of
light, ands is the worst-case speed of wireless signal, which can be determined based on some measurements. If
the measuredRTPDij is less thanLB (or greater thanUB), then nodesi andj are (or are not) actual neighbors. If
RTPDij is betweenLB andUB, then we need to consider some other decision making mechanisms. Specifically,
we propose a probabilistic approach along with the following probabilistic measure:

πij =
UB −RTPDij

UB − LB
(3)

denoting the probability that nodesi and j are actual neighbors. Using this measure, a decision maker can
accept/reject neighboring relations with some level of confidence denoted bylc, 0 ≤ lc ≤ 1. Accordingly, we
revise the above condition 1 as follows.

Condition 1 (revised):
| if RTPDij ≤ LB then
| πij = 1
| else if RTPDij ≥ UB then
| πij = 0
| else /* LB < RTPDij < UB */
| compute πij using (3)
| end
| if πij ≥ lc then
| i and j are actual neighbors
| else
| i and j are not actual neighbors
| end

The level of confidence (lc) can be kept high or low depending on the criticality of the underlying application.
However, this comes at the cost of decreasing the effective transmission range (Reff ) of a node or virtually
increasing it. Specifically, given the level of confidencelc, we can compute the effective transmission range of a
node as follows. Nodei accepts nodej as an actual neighbor when

πij =
UB −RTPDij

UB − LB
≥ lc,

In other words, nodesi and j are actual neighbors when

RTPDij ≤ UB − lc(UB − LB).

Assuming the speed of wireless signal isx, s ≤ x ≤ c, then we have

RTPDij = 2Reff/x ≤ UB − lc(UB − LB).

Substituting (1) and (2), we can compute the maximum value forReff as

Reff = x(1/s− lc(1/s− 1/c))R (4)
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When the speed of wireless signalx approaches tos, Reff will be reduced at most

(lc(1− s/c)) ∗ 100%

This simply means that some legitimate neighbors within

[(1− lc(1− s/c))R, R]

might wrongly be rejected. Whenx approaches toc, Reff will be increased at most

((c/s− lc(c/s− 1))− 1) ∗ 100%

This simply means that some illegitimate neighbors within

[R, (c/s− lc(c/s− 1))R]

might wrongly be accepted as actual neighbors, possibly through intruders’ channel.
Clearly, there is still some room for replay-based attacks. However, such attacks are only possible when two nodes

are slightly beyond each other’s transmission range. If the nodes are far away from each other, replay-based attacks
cannot be possible. As a result, the effectiveness of replay-based attacks is significantly reduced. For example,
supposes = 0.9c, R = 100m, and nodesi and j consider each other as neighbors. Suppose we run the proposed
NVP with 90% confidence (lc = 0.9). In this case, a replay-based attack can only be possible if the distance
betweeni and j is within [100m, 101m]. In all other cases, the proposed NVP will make the correct decision on
the actuality of neighboring relations, and thus avoid replay-based attacks. Figure 5 shows the upper and lower
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Fig. 5. Upper and lower bounds onReff .

bounds onReff under various levels of confidence. As the confidence level increases, the upper bound onReff

decreases significantly. In other words, the protocol significantly reduces the scope of replay-based attacks, and thus
makes them practically impossible. On the other hand, we should also note that as the confidence level increases,
the lower bound onReff decreases, making protocol to reject more and more actual neighbors. For example, at the
90% confidence level, the protocol might reject actual neighbors within[91m, 100m]. Depending on the criticality
of the underlying network mission, the decision maker can tune thelc parameter and achieve the desired level of
security or coverage.
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A. Implementation and Experimental Results

The above revised RTT-based approach is easy to implement, as it involves maintaining a few variables and
checking a few conditions. However, the success of this implementation depends on the precise measurements of
RTPD (round trip propagation delay) which can only be done at the MAC (hardware) layer. RTT measurements at
upper layers will suffer from unexpected processing delays within the operating system and between networking
layers. Hence, it will be difficult to determine RTPD. As a matter of fact, we have simply implemented the proposed
approach at the application layer and conducted some experiments using four (Dell Latitude D505) laptops with
built-in Intel 802.11g wireless network cards. We arranged laptops as shown in Figure 6. All the laptops (nodes)

1 2 3 4
20 meters 20 meters20 meters

Fig. 6. A testbed for measuring RTT.

operate on 100% power signal strength adjusted using Intel Pro set software. We then send 1000 packets from
node 1 to each of nodes 2, 3, and 4 at different times. Accordingly, we record the RTT and take their average. In
general, average RTT increases as distance increases. However, we often observed unexpected RTT values (e.g.,
RTT between nodes 1 and 4 is less than that between nodes 1 and 2). This is mainly due to multitasking nature of
the underlying operating system (Windows XP) that causes unexpected processing delay during the measurement
of RTT, and/or due to re-transmissions at the MAC layer.

At this time, due to technical reasons, we are not able to change the MAC layer to include the proposed RTT-
based approach. We expect wireless card manufacturers to update their implementation so that a wireless card can at
least provide precise measurements of RTPD. In that case, our protocol can be even implemented at the application
layer. Measurements about RTPD will also be useful for other services including positioning of wireless nodes. For
more discussion about accurately measuring propagation delay using todays commercial, inexpensive equipment,
we refer readers to [14].

V. POWER-BASED APPROACH

From a commonly used propagation model, we know that the relationship between the power of the transmitted
signal (Pt) and the power of the received signal (Pr) is given by

Pr =
K

dn
Pt, (5)

whered is the distance between transmitter and receiver,K andn are the parameters determined by the character-
istics of underlying wireless communications devices (e.g., antenna gains, carrier wavelength) and their surrounding
areas [15], [13].

Using (5) along with the variables maintained and exchanged by nodesi andj (see Section II), we can compute
dij (the distance fromi to j) anddji (the distance fromj to i) as follows:

Prmji =
K

dn
ij

Ptmij ⇒ dij =

(
K

Ptmij

Prmji

)1/n

and

Praij =
K

dn
ji

Ptaji ⇒ dji =

(
K

Ptaji

Praij

)1/n

It seems that one can simply conclude that nodesi and j are actual neighbors ifdij ≤ Ri and dji ≤ Rj .
Unfortunately, we have two key issues that hinder such a conclusion.

1) The values ofK and n vary and possibly not known due to different conditions in different surrounding
areas. Therefore, it is hard to compute the exact distance [16].
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2) The intruders can increase the received power by adjusting the power of their replayed signal so that the
distance will appear smaller than it is suppose to be.

To address these issues, respectively, we propose to:

1) Avoid the need for knowing the explicit values of varying parametersK or n.
2) Couple power-based approach with previously discussed RTT-based approaches.

The challenging question is now how to achieve these objectives and how to benefit from them in the design of a
neighbor verification protocol.

A. Avoiding Explicit Values ofK and n and
Coupling RTT- and Power-based Approaches

We assume that the values ofdij and dji should be the same (the difference in case of node movements will
be negligible since the speed of wireless signal is significantly larger than the speed of any wireless device, so
within one RTT, a node cannot significantly change its location). In addition, environmental conditions that affect
the values ofK andn are not likely to change significantly within one RTT. So we can assume that the values of
K andn (albeit slowly varying in general) are relatively stable during the exchange of a message and its ACK so
that they are assumed to be the same from the view point of the average received power at nodei and j within
one RTT. As a result, we can avoid the need to know the explicit values ofK or n and conclude that

Ptmij

Prmji

∼= Ptaji

Praij
(6)

for actual neighbors, where∼= means ’is equal (or close enough) to’.
For this case we also conducted actual experiments, where we used two (Dell Latitude D505) laptops with built-in

Intel 802.11g wireless network cards. We arranged laptops as shown in Figure 7. We considered three different

i j
40 meters

Fig. 7. A testbed for measuring received power strength.

levels of transmission power 100%, 65%, and 25% using the Intel(R) ProSet utility (both nodes use the same power
level). We then send 1000 packets from nodei to each of nodej and its ACK fromj to i. Accordingly, we record
the received signal level at nodesi and j for each packet and its ACK. Since the transmission power level is the
same, we can re-arrange the condition 6 and expect that

Praij

Prmji

∼= Ptaji

Ptmij

∼= 1. (7)

Due randomness in the channel, the received power strengths fluctuate from one packet to another even we do not
move laptops at all. Figure 8 shows the measured received power strength for the sent packets and received ACKs.
Despite the fluctuation, the ratio in 7 seems to be very close to one, as shown in Figure 9. These experimental
results indicate that even though the randomness in the channel affects the received signal strength at different
times, it can be assumed relatively constant within one RTT, as we considered above.

If nodes are not actual neighbors and thus communicate through intruders, then the values ofPrmji andPraij

will be altered depending on the transmission power used during replaying messages and the distance between the
intruders and legitimate nodes. If this alteration is done arbitrarily, thenPtmij

Prmji
and Ptaji

Praij
cannot be close enough.

In that case, we can be sure that nodesi andj are not actual neighbors. When (6) is satisfied, we need to be careful
because it might be possible for well-equipped intruders to make this condition to hold as follows.
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Fig. 8. Received power strengths per packet and its ACK.

Suppose the distance from nodei to intruder X isdix and from nodej to intruder Y isdjy. Then intruder X
receives the message fromi with the power ofPrmxi = Kix

dn
ix

Ptmij . If X asks Y to transmit this message using
powerPtmyj = βPrmxi, then the received power at nodej will be

Prmji = β
Kjy

dn
jy

Kix

dn
ix

Ptmij

Similarly, if Y asks X to transmit the ACK usingPtaxi = βPrayj , then the received power at nodei will be

Praij = β
Kix

dn
ix

Kjy

dn
jy

Ptaji

Clearly, these values ofPrmji andPraij seem to satisfy the condition (6) even though nodesi andj are not actual
neighbors. However, in practice, due to randomness inK, attackers may not tune their parameters to satisfy the
condition (6. Nevertheless, in [17], we proposed coupling RTT-based approach with power-based approach using
the following relations

Pr

Pt
=

K

dn
and d =

RTPD ∗ x

2
,

wherex is the speed of wireless signal. From these two, it seems that the ratioPt
Pr in (6) is actually a function

of RTPD. If we know or can characterize this function (e.g., using linear regression [18]), we can impose an
additional condition to check the actuality of a neighbor. However, based on our experimental results shown in
Figure 10, we realized that there is no strong relationship between the value ofPr/Pt and measured RTT. This
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Fig. 9. Ratio of received power strengths.

is mainly due to the randomness inK which changes from one packet to another since they are transmitted at
different times.

In summary, we can look at the equality of the ratios in (6) and use it to verify the actuality of neighbors.
However, in some cases, this equality could hold even the neighbors are not actual. Therefore, the power-based
approach should be used along with RTT-based approaches as a double check rather than the main check.

VI. CONCLUSIONS ANDFUTURE WORK

We first studied how to verify the existence of a physical neighbor using a RTT-based approach. In contrast
to previously proposed version, we determined lower and upper bounds on the measuredRTPD and proposed a
probabilistic decision mechanism when theRTPD is between the lower and upper bounds. To provide additional
evidences for the physical presence of neighboring nodes, we also discussed how to use the relationship between
the sent and received signals and couple it with RTT-based approaches. In general, it is not possible (at least in
theory) to provide 100% protection against replay-based attacks. However, by combining RTT- and power-based
mechanisms along with cryptographic techniques, the proposed NVP provides a tunable neighbor verification against
replay-based attacks and makes such attacks practically impossible by limiting the scop where such attacks can be
lunched.

Due to technical difficulties in making modifications at the MAC layer, we were not able to fully implement the
proposed protocol at the the MAC layer. However, we conducted several experiments to support the ideas presented
in the paper. One important issue is the accuracy of the measured RTPD. Due to multitasking and processing
overheads, it is not possible to get good estimates for this measures by using application layer implementations.
To provide precise measurements of RTPD, we expect wireless card manufacturers to update their implementation
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Fig. 10. Ratio of received power strengths.

as such measurements are also necessary for other services including positioning of wireless nodes. Upon the
availability of such measure, we can even implement the proposed protocol at the application layer.

In addition to RTT- and power-based approaches, we plan to consider new mechanisms as the future work. For
example, we will focus on RTS/CTS patterns in a given neighborhood and analyze them with the objective of
detecting physically impossible neighboring relations. We will further extend our testbed and conduct more actual
experiments with the objective of developing the practically possible solutions.
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